U.S. Department of Health and Human Services

g s,
g CSA Section 405(d) Session #6
%, AGENDA

Monday, March 26

SESSION GOALS:
Ratification of Draft Version 1.0 of CISA 405(d) Guidance for Pre-Testing (not yet for public release):

1.
a. Introduction: Cybersecurity in Healthcare
b. Volume 1: Best Practices for “Small”, “Medium”, “Large” Section
¢. Volume 2: “Small” Organization Section
d. Volume 3: “Medium” Organization & “Large” Organization Section
2. ldentify ways the Task Group can support next-steps:

a. Pre-Testing

b. Medical Community Baselining
Outreach and Engagement with CISA 405(d) Guidance Version 1.0

C.
3. Share information on the current and future efforts of the Sector Coordinating Council

Monday, March 26

8:30 AM —-9:00 AM Registration & Check-in

9:00 AM - 9:40 AM Welcome Remarks (Tentative)

John Bardis
Assistant Secretary for Administration

HHS

9:40 AM —9:50 AM 405(d) Task Group Progress and Session #6 Overview

Julie Chua
HHS Security Risk Management Division Manager
Office of Information Security (OIS)

Government Co-Lead of the 405(d) Task Group

Erik Decker
University of Chicago Hospital
Chief Information Security Officer
Industry Co-Lead of the 405(d) Task Group

TIMES AND SCHEDULE SUBJECT TO CHANGE
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Description: Inthe morning breakout session, the Task Group will be divided into two groups. Erik
Decker and Joe Cristiano, Leads from the 405(d) Writing Committee, will provide briefings
on each volume of the Master Document. In the afternoon plenary session, the Task Group
will come together for discussion and vote to Ratify for Pre-Testing (not yet for public
release).

10:00 AM - 11:00 AM Breakout Session #1: Briefing on Guidance Document Volumes
Breakout groups will receive briefings on the separate volumes, with a focus on key
themes and objectives.

Introduction: Cybersecurity in Healthcare
Group A y y

Room 405A  y/5|ume 2: “Small” Organization Section

Volume 1: Best Practices for “Small”, “Medium”, “Large” Section
Group B

Room 425A  yolume 3: “Medium” Organization & “Large” Organization Section

11:10 AM -12:10 PM  Breakout Session #2: Briefing on Guidance Document Volumes
Presenters will rotate and breakout groups will receive briefings on the separate volumes,
with a focus on key themes and objectives. Groups will remain in their rooms.

Volume 1: Best Practices for “Small”, “Medium”, “Large” Section

Group A

Room 4054 " \iolume 3: “Medium” Organization & “Large” Organization Section
Group B Introduction: Cybersecurity in Healthcare

Room 425A

Volume 2: “Small” Organization Section

12:15 PM - 1:00 PM  LUNCH (Non-Hosted; Hubert H. Humphrey Building Cafeteria or Local Establishments)
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Description: The 405(d) Task Group will reconvene in a plenary session for a full-group discussion on the
Master Document and its volumes as well as a vote on ratification to send the document for
pre-testing (the document will not yet be released for wide public consumption). The Task
Group will be briefed on upcoming “next steps” for the 405(d) effort, including a call-to-
action in support of upcoming initiatives. Finally, HHS’ Office of Preparedness and Response
(ASPR) and the Healthcare and Public Health Sector Coordinating Council will provide a
briefing and take questions on future efforts.

1:00 PM - 2:00 PM Full Group Discussion and Vote on Ratification for Pre-Testing
Discussion Facilitated by:

Julie Chua
HHS Security Risk Management Division Manager
Office of Information Security (OIS)
Government Co-Lead of the 405(d) Task Group

Erik Decker
University of Chicago Hospital
Chief Information Security Officer
Industry Co-Lead of the 405(d) Task Group

Joe Cristiano, HHS

2:00 PM -3:00 PM 405(d): What’s Next?
Discussion on Pre-Testing and Medical Community Baselining Facilitated by:
Julie Chua
HHS Security Risk Management Division Manager
Office of Information Security (OIS)
Government Co-Lead of the 405(d) Task Group

Edward Buckley, HHS

TIMES AND SCHEDULE SUBJECT TO CHANGE
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3:00 PM - 4:00 PM Update on GCC and SCC Future Activities

Stephen Curren (Tentative)
Director, Division of Resilience
HHS Office of the Assistant Secretary for Preparedness and Response

Greg Garcia
Executive Director for Cybersecurity
Healthcare and Public Health Sector Coordinating Council

4:00 PM - 4:15 PM Closing Remarks and Adjournment

TIMES AND SCHEDULE SUBJECT TO CHANGE
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