
2016 Partnership Meeting: Resilience, Risk, and 
Reward 

Department of Health and Human Services 
Hubert H. Humphrey Building 

200 Independence Ave, SW 
Washington, DC 20201 

Live-streaming of the Cyber track 
Live-Streaming of the Healthcare Resilience track 

Monday, October 24, 2016 

Time (EDT) 

Track 1: Healthcare 
Resilience 

( + Joint Sessions in the Great Hall are 
available for streaming through 

http://www.hhs.gov/live/live-2/) 
(EDT) 

Track 2: Cybersecurity 
(Sessions in the Small Auditorium 

are available for streaming 
through 

http://www.hhs.gov/live/live-1/) 

8:00 am- 9:00 am Morning Registration and Refreshments 

9:00 am- 9:15 am 

Welcome Remarks 
Laura Wolf, Branch Chief, Critical Infrastructure Protection, Office of 
Emergency Management, HHS 
Earl Motzer, Chair, Healthcare and Public Health Sector Coordinating 
Council 

9:15 am- 9:30 am 
Evolving DHS Infrastructure Protection 
Robert Kolasky,  Deputy Assistant Secretary  for Infrastructure Protection, 
Department of Homeland Security 

9:30 am- 9:45 am Joint Icebreaker Activity 

http://www.hhs.gov/live/live-1/
http://www.hhs.gov/live/live-2/
http://www.hhs.gov/live/live-2/
http://www.hhs.gov/live/live2/
http://www.hhs.gov/live/live-1/
http://www.hhs.gov/live/live-1/


Time (EDT) 

Track 1: Healthcare 
Resilience 

( + Joint Sessions in the Great Hall are 
available for streaming through 

http://www.hhs.gov/live/live-2/) 
(EDT) 

Track 2: Cybersecurity 
(Sessions in the Small Auditorium 

are available for streaming 
through 

http://www.hhs.gov/live/live-1/) 

9:45 am- 10:45 am 

Partnership Response and Recovery 
Facilitated discussion moderated by 
Emily Lord, Healthcare Ready 
discussing how the Partnership is and 
can be leveraged during disaster 
response 

Strategic Directions in 
Cybersecurity 
Panel discussion providing an 
overview of Federal directions in 
HPH Sector cybersecurity 
activities and information-sharing 

10:45 am- 11:00 am Networking Break 

11:00 am – 12:15 pm 

Resilience through Power Outages 
Discussion of strategies for preventing 
and responding to power outages at 
healthcare facilities including 
emergency operations center support 

Cybersecurity Information 
Sharing Act of 2015 
Panel discussion on CISA including 
activity updates and the private 
sector perspective 

12:15 pm – 1:30 pm Lunch 

1:30 pm – 2:00 pm 
Keynote Remarks: Implementing the CMS Emergency Preparedness 
Rule 
Lisa Marunycz, CMS 

2:00 pm – 2:10 pm TRACIE Resource on the CMS Emergency Preparedness Rule 
Shayne Brannman, ASPR TRACIE 

2:10 pm – 2:45 pm 

Partnership Priority:  Risk Management Activities 
A discussion of one of our HPH Sector resilience goals, to include risk 
assessment tools, and incorporating analysis into preparedness and 
response activities 

2:45 pm – 3:00 pm Networking Break 

3:00 pm – 3:45 pm 

Partnership Priority: Supply Chain 
Resilience 
A discussion of collaborative sector 
efforts to leverage existing efforts to 
support government and private sector 
supply needs during 
disasters/pandemics 

Security of the Internet of 
Things for Healthcare 
A discussion of on-going efforts to 
promote awareness of and 
mitigate risks to medical devices 

3:45 pm – 4:45 pm 

When the Threat Lies Within 
Presentations regarding active shooter 
planning and experience, and 
challenges associated with combative 
patients 

Tools for Sector Cyber 
Resilience 
Offerings to enhance resilience 
through information sharing and 
risk assessment 



Time (EDT) 

Track 1: Healthcare 
Resilience 

( + Joint Sessions in the Great Hall are 
available for streaming through 

http://www.hhs.gov/live/live-2/) 
(EDT) 

Track 2: Cybersecurity 
(Sessions in the Small Auditorium 

are available for streaming 
through 

http://www.hhs.gov/live/live-1/) 

4:45 pm- 5:00 pm Closing Remarks and Adjournment 

5:00 pm - 7:00 pm Networking Reception 

Tuesday, October 25, 2016 

Time (EDT) Track 1: Healthcare 
Resilience 

Track 2: Cybersecurity 

8:00 am- 9:30 am Morning Registration and Refreshments 
Classified Briefing for cleared partners (pre-reg required) 

9:30 am- 9:40 am Welcome Remarks 

9:40 am- 10:10 am 
Keynote Address 
Mary Wakefield, Deputy Secretary, Department of Health and Human 
Services 

10:10 am- 10:35 am 

Joining Forces: MedStar’s Coordinated Response to a Ransomware 
Attack  
Craig DeAtley, Director of the Institute for Public Health Emergency 
Readiness, MedStar Health 
John Rasmussen, Chief Information Security Officer of MedStar Health 

10:35 am- 11:00 am Networking Break 

11:00 am – 12:15 pm 

Regional Resilience 
DHS, HHS, and private sector efforts to 
enhance resilience at the regional 
level. 

Collaborative Efforts for 
Resilience and Response 
Government and private sector 
collaborative activities for 
enhancing preparedness, 
information-sharing and response 

12:15 pm- 1:30 pm Lunch 
1:30pm – 2:45 pm Separate GCC and SCC meetings 
2:45 pm – 2: 55pm Networking Break 
2:55 pm- 3:40 pm Open discussion of Sector Partnership Goals and Priorities 
3:40pm – 4:00 pm Closing Remarks and Adjournment 



 

Session Details: Monday, October 24, 2016 
 

Partnership Response and Recovery 

• Facilitator: Emily Lord, Executive Director, Healthcare Ready 

 
Strategic Directions in Cybersecurity 

• Ben Flatgard, Director for Cybersecurity Policy, National Security Council 
• Lucia Savage, Chief Privacy Officer, HHS Office of the National Coordinator for Health 

Information Technology 
• Leo Scanlon, Chief Information Security Officer, HHS 
• Nickol Todd, Deputy Director, Resilience Division, HHS Office of the Assistance Secretary for 

Preparedness and Response 

 
Resilience through Power Outages 

• EMP Preparedness Grant: Earl Motzer, Chair, Healthcare and Public Health Sector Coordinating 
Council  

• No-notice Forced Hospital Evacuation: Overview and Lessons Learned: Shayne George, CEO at 
Regional Medical Center Bayonet Point and Thomas Lawhorne 

• Response to Hurricane Matthew: Enterprise EOC Perspective: Mike Wargo, Assistant Vice 
President for Enterprise Preparedness & Emergency Operations, Hospital Corporation of 
America 

 
Cybersecurity Information Sharing Act of 2015 

• Carl Anderson, Vice President, Van Scoyoc Associates 
• Thad Odderstol,  Director, Strategy, Engagement & Program Management, HHS Office of the  

Chief Information Officer 
• Emery Csulak, Health Care Cybersecurity Task Force Lead, CISO, HHS CMS 
• Toni Benson Haynes, Cyber Threat Analysis Branch, US-CERT, DHS  

  



 

Partnership Priority:  Risk Management Activities 

• Laura Wolf, Chief, Critical Infrastructure Protection Branch, HHS Office of the Assistant 
Secretary for Preparedness and Response 

• Robert Stephan, Executive Director, Gryphon Scientific 
• Mark Kazmierczak, Senior Analyst, Gryphon Scientific 
• CDR Ken Monahan, Critical Infrastructure Protection Branch, HHS Office of the Assistant 

Secretary for Preparedness and Response  

 
Partnership Priority: Supply Chain Resilience 

• Doug Kassab, Allegheny Health System 
• Laura Wolf, Chief, Critical Infrastructure Protection Branch, HHS Office of the Assistant 

Secretary for Preparedness and Response 
• Linda Rouse O’Neill, VP Government Affairs, Healthcare Industry Distributors Association 

 

Security of the Internet of Things for Healthcare 

• Medical Device ISAO Initiative: Denise Anderson, President, NH-ISAC and Dale Nordenberg, 
Executive Director, MDISS 

• Mobile Device Security and Best Practices: Scott Mensch, Chief Academic Officer, University of 
Fairfax 
 

When the Threat Lies Within 

• SCC Active Shooter Planning Guidance:  Scott Cormier, Vice President, Emergency 
Management, EC, and Safety, Medxcel Facilities Management 

• Continuity of Healthcare Operations: Responding to a Hospital Active Shooter Incident: Karen 
Biffinger and Breanna Sakis, Rose Medical Center 

• Combative Patient: Michael Pry, Director, Continuous Improvement, Excela Health System 
 

Tools for Sector Cyber Resilience 

• Enhanced Indicators of Concern Collection: Carl Anderson, HITRUST  
• Mari Savikis, VP Federal Affairs, CHIME 

 
  



 

Session Details: Tuesday, October 25, 2016 
 
Regional Resilience 

• Linda Solheim, Director, Sector Outreach and  Programs Division, DHS Office of Infrastructure 
Protection 

• Paula Scalingi, Executive Director, Bay Area Center for Regional Disaster Resilience 
• Glenn Blanchette, Division of Partnership Readiness and Emergency Programs, HHS Office of 

the Assistant Secretary for Preparedness and Response 
 

Collaborative Efforts for Resilience and Response 

• National Cyber Incident Response Plan: Bridgette Walsh, Director, Strategy and Integration, 
DHS Office of Cybersecurity and Communications 

• NIST CsF Implementation Guidance: Bryan Cline, HITRUST 
• Enhanced Coordination Procedures: Steve Curren, Director, Resilience Division, HHS Office of 

the Assistant Secretary for Preparedness and Response 
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