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NDMS Portal Access — June 27" Surge Week

IMPORTANT: These instructions are specific to the June 27t Surge Support Week, for
the AMS access account re-enablement effort. On June 27" the remaining NDMS
Responders who have not been able to access the NDMS Portal — will have their
access accounts re-enabled and a temporary password sent to them.

NOTICE: If any technical issues are encountered during the June 27t Surge
Support Effort — please contact the AMS Technical Support helpdesk directly at

1-888-663-3447

Please note: this is a change in previous procedures as an automated script has
been run that should provide ALL remaining NDMS Responders a temporary
password on June 27, If you do not receive a temporary password by 8am June
27t - please call the AMS helpdesk directly at the number above. If you
experience any issues logging in please contact the AMS Technical Support
helpdesk above for these issues as well.

If the AMS Technical Support team is unable to successfully assist you
with gaining access to the NDMS Portal by COB on June 29t — please
send the following information to the NDMS Web Team through the
inquiry form at

http://www.phe.gov/inquiry/pages/NDMSWebteam.aspx

Please fill out the web form as completely as possible, and provide the following

information in the description.

1) AMS Technical Support Inquiry Reference Number

2) Brief Description of issue encountered that could not be resolved by the AMS
Helpdesk (ie. Missing Profile, Inactive account in SCMS, Access denied to
NDMS Portal after login with AMS, etc.) .

3) Recommended course of action provided by AMS Technical Support as a next
step (ie. Contact NDMS Webteam, Contact HR, etc.) so we may follow up on
your behalf.



Accessing the NDMS Portal & My Virtual Desktop as an

Established AMS User

Use these instructions when you receive a temporary password, or if you were able
to log in using AMS Credentials previously. If you are new to NDMS skip to Page 4.

Il-?ngnter NDMS.hhs.gov in your Adding the NDMS Portal Link to the
browser. AMS Home Page

2. Inthe AMS Credentials dialog (far 1. Choose the Link/Delink
right) enter AMS Username and Applications tab.
AMS Password from email and click 2. Choose Link Applications
Login. If you don’t know your AMS 3.  Select NDMS Portal.
username, click the “Forgot AMS 4.  Click Submit. The NDMS Portal link
Username?” link on the AMS home has been added and will appear the
page. next time you login in.

3. Enter your temporary password
(provided by email from an Please Note: Do not confuse the
AMSHelp email address) Learning Portal link with the NDMS

4.  Enter a new password (must Portal link. These are two different

contain 1 upper, 1 lower, 1 number, systems.
1 special character and be 7-8

characters long) Go up to your browser URL field and
5. click Login type in NDMS.hhs.gov
You should be taken to the AMS Home
page
If you receive a message of “Access Denied”
Updating your Security Questions and “You are currently logged in as <your email
address>"...

IMPORTANT: If you have not setup,
or are not sure of what security
guestions and answers were saved
for password self-reset — please
update them again now.

Please submit an inquiry using the link below
for this and all NDMS Portal -specific
issues/questions.

http://www.phe.gov/inquiry/pages/NDMS
Webteam.aspx

Choose My AMS Profile tab
Choose Security Question tab

1

2 ) ] Please contact the One-DHHS helpdesk for
3. Select 3 security questions

4

assistance with AMS Username, AMS Password,

. Enter answers as you will type or an error messages beginning with “AMS-" or
them in response to the “ASDF-” by calling
guestions.
5. Submit 1-888-663-3447 option 4 2

Monday thru Friday 7am —9:30 pm EDT




Accessing the NDMS Portal & My Virtual Desktop
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Updating NDMS Portal Virtual Desktop and Profile

You should now be in the NDMS portal Home page. If not click on the NDMS link if
you are still on the AMS Homepage but have logged in, or type NDMS.hhs.gov in
your browser’s URL field.

Now that you are on the NDMS END NDMS Portal Configuration
Portal Home page.

1. Choose the gray My Virtual Desktop For more information on the NDMS
Tab. Portal, please review How Things Work

2. Choose “My Profile” (extreme top at https://ndms.hhs.gov/htw

left — above the NDMS Header
graphic)

3. Choose “Edit My Profile” (under
the picture graphic on left)

4. Fill out all fields with the exception
of those related to when you will
NOT be able to deploy.

Please fill out the following information
*  Business Information (Duty
Station — normal work
location)
*  Personal Contact Information
*  Emergency Contact
e Skills Information
* Draft Rostering Information
10. Save and Close



Accessing the NDMS Portal & My Virtual Desktop as a First-Time

AMS User

If you are a new employee to NDMS and have never logged in using AMS for
any reason, please log into AMS for the first time (follow these instructions if
you have NEVER logged into AMS)

To begin, enter http://ndms.hhs.gov in your browser. You will be redirected to
the page below.

Click on the “First-time AMS User?” link in the “AMS Credentials” panel on the
right side of the AMS login page

Improving the health, safety and well-heing of America

AMS | Access Management System

IDENTITY & ACCESS MANAGEMENT AT HEALTH & HUMAN SERVICES Simplifying access to the Department s systems

Login Methods to AMS

HSPD-12 Access Cards ? Network Credentials ? AMS Credentials ?
i e, Applies to: ACF, ACL, AHRQ, CDC/ATSDR, CMS, ||AMS Username:
et yo HoPh- 12 aad HRSA, HS, NIH, OIG, 0S, PSC, SAMHSA

Access Card in your
smart card reader before
you try to login.

Select OpDiv: [Select ane_ v | AMS Password:

Network Username:
Login Login
Network Password:
First-time AMS User? |
; Forgot AMS Usernamea?
Login Forgot AMS Password?

Need Help? | AMS Self-Help Portal | HHS Privacy Policy




Accessing the NDMS Portal & My Virtual Desktop as a First-time

AMS User

On the “First-time only: Set up your profile” page, enter your personal information (i.e.,
your last name, your date of birth, and the last four digits of your social security number)
under the “Find your profile” heading and click “Next.”

Improving the health, safety and well-being of America

AMS | Access Management System

Simplifying accexs to the Department & systems

IDENTITY & ACCESS MANAGEMENT AT HEALTH & HUMAN SERVICES
First-time only: Set up your profile What does this mean? Accessibility Mode - Enable  Disable
B E

1. Find your profile 2. Create your AMS password and security questions

Find your profile

* indicates required field

Please enter search parameters below to retrieve your profile. What is the HHS Privacy Palicy?

* Last Name
* Date of Birth | %
* Last Four 55N Don't have this information?
HHSID What is this?

Back Next‘ Reset| Cance||

Under the “Create your AMS password and security questions” heading on the next
screen, enter your password and select and answer your security questions. After
reviewing your information, check the box to confirm everything is correct and click
“Submit” to continue.

Note: If you are not sure how to choose a password, you can click on the “What is the
HHS password policy?” link to view the HHS password rules.



Accessing the NDMS Portal & My Virtual Desktop as a First-time
AMS User

Improving the health, safety and well-being of America

AMS | Access Management System

i wcoess to the Depariment i systems

IDENTITY & ACCESS MANAGEMENT AT HEALTH & HUMAN SERVICES
First-time only: Set up your profile Wwhat does this mean? Accessibility Mode , Enable 4 Disable
|

1. Find yo_ur profile 2. Create your AMS password and security questions

Create your AMS password and security questions
* jndicates required field

First Name Suzanne
Last Mame Burge
Email Address Suzanne.burge@hhs.gov

HHSID 9111112237

* Check the box if the [«
above information is correct

What if my information is incomplete or incorrect?

AMS Username SUZANME.BURGE
Please print this page and note the AMS Username listed above for future reference.

Please choose and confirm password below.

* Password

* Confirm Password What is the HHS password policy?

Please provide answers to all three gquestions. Answers to security questions are not case sensitive.

| =
v | =
|

v | =

Back MNext Submit | Cancel |

On the “Setup your profile” confirmation page, click “Continue” to complete the

process and return to the AMS login page.

Setup your profile

Your password and security questions are set.

Continue |

You are now set to access AMS with your AMS credentials. To log in, enter your AMS
username and password in the “AMS Credentials” panel on the right side of the AMS
login page and click on the NDMS Portal link.

Please contact the One-DHHS helpdesk for assistance with setting up your AMS profile:
1-888-663-3447 option 4
Monday thru Friday 7am —9:30 pm EDT




